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Abstract

Training datasets have tremendous proprietary value and are vul-
nerable to unauthorized copying. Existing defenses mainly focus on
tracking individual data points, but pay little attention to the threat
of dataset regeneration. Through a measurement study of public
tumor datasets, we identify substantial real-world partial-dataset
replication, raising concerns about potential license noncompli-
ance. To counter the challenge of tracking previously unknown
adversarial regeneration, our key insight is that utility-preserving
regeneration tends to preserve measurable signals across multiple
feature scales. We categorize these dataset features into sample-,
set-, and distribution-level features and design four similarity met-
rics to accurately identify regeneration. Based on these metrics,
we develop DIPBox, which to our knowledge is the first testing
framework that tracks regeneration suspects via multi-scale simi-
larity testing across a spectrum of defender access settings, from
limited to full information. We further provide a learning-theoretic
analysis that justifies these multi-scale metrics and characterizes
constraints on utility-preserving evasive regeneration. Extensive
experiments on 16 vision and text base datasets, 320 regenerated
datasets, and 590 derived models validate that DIPBox outperforms
previous solutions while characterizing its robustness and limits
under three adaptive attacks.
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1 Introduction

Training datasets are copyrightable assets because of the high cost of
curation and the increasing scarcity of high-quality data sources [19],
but they are routinely replicated and used without the owner’s con-
sent, leading to potential copyright or license violations [57]. For
example, more than 8,284 open-source datasets on Hugging Face use
Creative Commons Non-Commercial licenses, among which 1,621
also prohibit derivatives, but practical compliance mechanisms are
lacking [41]. Even worse, the absence of an explicit license for over
70% of datasets on GitHub and Hugging Face complicates legal
accountability [41].

Existing dataset tracking approaches can be categorized into
proactive and passive defenses. Proactive defenses watermark datasets
prior to release via backdoors [16, 36, 37] or feature perturba-
tions [29, 49]. Passive defenses, which apply to in-the-wild datasets,
instead exploit model memorization to infer whether a model was
trained on a target dataset in whole or in part [14, 17, 28, 38, 44]. A
key limitation of prior art is its reliance on memorization of individ-
ual data points to track a dataset in its entirety, together with the
assumption that adversaries directly reuse or at most mildly modify
the pirated data. This leaves room for real-world adversaries to
evade detection via regeneration attacks (see Figure 1), including ag-
gressive per-datum modification, set regrouping [41], or generative
reproduction (e.g., using Stable Diffusion) that yields no identical
samples while preserving equivalent model-training utility [61].

To validate this threat, we first conduct a measurement study of
publicly available tumor datasets and identify substantial duplica-
tion that suggests potential license noncompliance. For example, a
dataset licensed to restrict derivatives and commercial use appears
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Table 1: Comparison with prior work on dataset regeneration tracking. In the suspect-dataset access column, ®@denotes no
dataset access and Ddenotes access to a subset. In the suspect-model access column, @denotes black-box query access and
Odenotes white-box access. Commas indicate support for multiple settings.

Methods Type Non-Invasiveness Access to Access to Regeneration Attacks
P vastv Suspect Dataset Xz  Suspect Model f7 @ Post-processing @ Reorganization @ Polishing

Radioactive data [49], DVBW [37] Watermarking X [ J 0,0 X X X
Data-use Audit [29] Watermarking X [ [ ] v v X
Dataset Inference (DI) [43, 44] Inference v [ J 0,0 X X X
EMA [28], MeFA [38], RAP? [14] Inference v ] [] v v X
ORL-AUDITOR [17] Inference v [] [ J X v X
DIPBox (Ours) Similarity Testing v [ X ) [oX } v v v
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Figure 1: The adversary regenerates a derived dataset to evade
detection and gain economic benefit.

to have been repackaged into four other open-source datasets, with
an exact-duplicate overlap rate ranging from 49% to 100%. These
measurements confirm the existence of regenerated datasets in
practice and motivate our research question: How can we robustly
track dataset regeneration for datasets released on public platforms?

Similar to other digital artifacts, the core challenge lies in han-
dling varied and unforeseen regeneration strategies under the
constraints of limited access (e.g., a pirated trial subset) or no
access (e.g., only a trained model) to the full pirated dataset. To
tackle this challenge, we observe that, regardless of efforts to obfus-
cate regeneration, an adversary typically seeks to preserve dataset
quality so that equally accurate models can be trained—an objec-
tive that resembles software infringement. Consequently, inspired
by software copyright protections that compare multiple compo-
nents [1, 12, 59, 65-67] (e.g., code, functionality, interfaces), we
adopt a multi-scale similarity testing approach that delivers robust-
ness and extensibility to new tracking metrics.

This paper introduces DIPBox, which to our knowledge is the
first framework designed for third parties (e.g., responsible shar-
ing platforms) to track dataset regeneration via multi-scale testing
against the source. We identify three core feature levels targeted
by regeneration attacks: sample-level, set-level (shallow features),
and distribution-level (deep features). To quantify feature discrep-
ancy, in addition to existing metrics such as output distance [14, 17]
and sample distance that primarily capture shallow features, we
introduce two new metrics—gradient distance and distribution dis-
tance—to generalize testing across scales. We further design metric-
adaptive test-case selection and a principled decision procedure,
covering a broader spectrum of regeneration attacks under wider
access settings compared with prior work (see Table 1) and provide
a learning-theoretic analysis (see Section 4.5) that (i) justifies why

formalizes a utility-divergence trade-off for evasive regeneration.
We implement DIPBox as an automated toolbox to support fu-
ture measurement and defense research. To evaluate, we build a
regeneration benchmark covering 320 regenerated datasets derived
from 16 widely used base datasets and 590 trained models spanning
12 classic and foundational model architectures. The results show
that DIPBox provides accurate, evidence-based identification of
regenerated datasets, remains model-agnostic, and is resilient to
diverse adversarial training conditions and regeneration attacks.
For instance, DIPBox can track all distribution-level regeneration
variants of FairFace containing 128 x 128 facial images. Additionally,
DIPBox surpasses state-of-the-art methods [14, 29] with at least a
25% higher TPR, due to its holistic, multi-scale characterization of
dataset features. Finally, we show that in our evaluated adaptive at-
tacks, evading DIPBox requires substantial utility loss or additional
computation and memory cost.
Contribution. In summary, our contributions are:

e We conduct a measurement study of real-world datasets
and identify substantial duplication that suggests potential
license noncompliance.

e We formalize the problem of tracking dataset regeneration
and present attack primitives.

e We propose DIPBox, which to our knowledge is the first
extensible framework for identifying dataset regeneration
based on multi-scale testing metrics with a learning-theoretic
analysis.

e We conduct extensive evaluations and implement DIPBox
as an automated toolbox to support future research.

2 Motivating Measurement

We conduct a measurement of real-world datasets and identify
potentially regenerated datasets. We manually screened over 74
datasets with keywords “brain” and “tumor” on Hugging Face to
ensure they target the same domain and task. We filter for datasets
with license “CC-BY-NC-ND-4.0”, which restricts commercial use
and derivative works. Then, we select datasets with less restrictive
or unspecified licenses using the following criteria: (i) the dataset
has been downloaded at least 10 times; (ii) the dataset is not de-
scribed as derived from existing datasets; and (iii) the dataset is
downloadable and usable. In the end, we gathered 8 datasets (see
Table 2), annotated from “D0” to “D7”, where “D0” and “D1” have li-
censes forbidding commercial use and derivatives, while the rest are
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Table 2: Statistics of tumor datasets in the measurement.

Dataset Size Classes License Repository ID
Do 275 10 CC-BY-NC-ND-4.0 TrainingDataPro/brain-mri-dataset
D1 447 4 CC-BY-NC-ND-4.0 haydenbanz/TumorVisionDatasets
D2 800 4 Apache-2.0 thubZ9/MRI_Classification-Tumor
D3 506 / / miladfa7/Brain-MRI-Images-for-Brain-Tumor-Detection
D4 7342 3 / youngp5/BrainMRI
D5 1429 2 / tanzuhuggingface/brainmri
D6 3264 4 MIT sartajbhuvaji/Brain-Tumor-Classification
D7 7023 4 / Simezu/brain-tumour-MRI-scan
D1 D2

Target Dataset
DO D1 D2 D3 D4 D5 D6 D7

-O.E)O 0.000.000.000.00 0.000.00 0.0
-0.000.00 0.04 0.15 1.00/0.57
-0.000.310.000.030.14
-0.000.08 0.11 0.000.34 0.33 0.38

-0.000.010.030.07 0.00 0.07 0.070.38
-0.000.310.41 0.06 0.17 0.00 R eJomN0]0]
-0.000.22 0.31 0.03 0.08 0.44

-0.000.07 0.17 0.05 0.23 0.25 0.39 0.00

Source Dataset

D7 D6 D5 D4 D3 D2 D1 DO

(a) Exact dupli-
cate examples.

(b) Proportion of common samples in the source
dataset among the measured datasets.

Figure 2: Measurement on open-source brain tumor datasets.

more permissive or unspecified. We unify the data size to 256 X 256
and convert all images to grayscale.

We observe exact duplicate samples among the collected datasets.
Figure 2a presents examples of common samples (L, distance is 0)
between two datasets D1 and D2. Furthermore, for all datasets, we
identify candidate duplicates by thresholding L, distance at 0.1 and
manually verify the resulting pairs. In Figure 2b, each grid shows
the proportion of duplicate samples in the source dataset. There
are three notable findings:

(1) DO has no overlapping samples with the measured datasets,
which is also verified through manual checking. Considering
that DO is a trial subset for attracting users to purchase
the complete dataset, it may originate from a different data
source than the commonly used tumor data.

(2) Despite the more restrictive license, D1 dataset might be
composed of the existing samples (e.g., subset of D6), because
D1 was uploaded later than the other datasets. This might
raise compliance and attribution concerns.

(3) Dataset regeneration is more prevalent among datasets with
more permissive or unspecified licenses. This not only con-
fuses users about data sources but also causes potential dis-
putes in the future.

These findings suggest that real-world dataset regeneration can
arise as sample-level or set-level reuse (Attack @ and @ defined in
Section 3) and motivate us to investigate whether existing defenses
remain robust under such regeneration primitives. For example,
since DO is a trial subset used to attract users, an adversary may
purchase, regenerate and resell the full dataset.

CCS ’26, November 15-19, 2026, The Hague, Netherlands

3 Problem Statement

In this section, we formalize the problem of tracking regenerated
datasets and present the adversary’s goals and capacities.

3.1 Formulation & Threat Model

We focus on small-scale domain datasets, typically used for training
specialized classification models [72] and widely used across the Al
sector [23]. Constructing high-quality domain datasets is resource-
intensive, with data source quality being crucial for ensuring model
performance with real-world test data [41, 45].

We consider three parties: the victim V, the adversary A, and
the defender (a.k.a., auditor). V owns a proprietary dataset X« .
The victim also trains a model fy on X . The value of X« lies
in the fact that its distribution P closely matches the real-world
distribution, leading to models that achieve higher accuracy on
live test data P; after deployment, ie., Xy ~ Py = P;. For the
adversary A, directly collecting in-distribution data is infeasible

due to exclusive data sources [5] or high cost. We assume A has
(0)
A

P; [73], thus the model ff’;?) trained on SD(;) achieves at least 5“,‘,’ A

access only to a distribution .’ not identically distributed as

lower test accuracy:

(x,y]>E~a>,[U(f¢’§?) (x),y)] < (x’ﬁp[ (fy®). ] -5 7. (1)

where v is the utility function and E is the expectation.

We denote the adversary’s auxiliary dataset drawn from 7);?) as
X0 pO)

We assume the adversary obtains X« through leakage [15] or
other unauthorized means, and then crafts and distributes X #
on platforms for profit. The adversary also knows the existing
protections [29, 36, 37], thus cannot directly reuse X ; instead, they
regenerate their dataset Xz (of distribution # #) based on X, and
train their model f. The adversary can perform hyperparameter
tuning to maximize the accuracy of f#. Formally, we model the
regeneration and tracking as an adversarial game:

(1) Initially, the adversary has X ;? ) and Xy
2) The adversary regenerates Xz «— A(Xy, X;?)).

)
(3) The defender calculates d-y # < DIST(Xq,, X#).
(4) The adversary wins if dy # > 79 # and achieves:

(X,yI?L Pt[v(fﬂ(X),y)] - (X’yI?NPt[U(f‘V(X), Yi|<eya @

where v is the dataset utility function, &7, ; is the utility
drop limit, 7, is the predefined threshold by V.

In this formulation, DIST(-, -) is a generic distance-based auditing
procedure; DIPBox instantiates it using multiple distances and a
joint decision rule (see Section 4). The adversary aims to win the
game by:

o Preserving Utility: f# has comparable accuracy on P;.
e Evading Defense: X# cannot be judged as a copy of Xy .

3.2 Attack Primitives

To satisfy Eq. 2, an adversary must perturb the dataset while ensur-
ing its utility. Motivated by software infringement analysis, which
leverages both shallow (e.g., layout) and inherent (e.g., source code)
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Figure 3: Overview of the regeneration attack primitives on
our identified dataset features. The dataset has an onion-
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features, we propose a top-down dataset feature hierarchy. As
shown in Figure 3, we distinguish shallow features at the sam-
ple and set levels from deep features at the distribution level, and
categorize attack primitives accordingly into sample-, set-, and
distribution-level primitives.

o Attack @: Post-processing Attack. The adversary post-processes

(e.g., via Gaussian blurring) all samples in X« to prevent the
auditor from identifying copied samples.

e Attack @®: Reorganization Attack. The adversary changes
the dataset organization by combining a subset of Xy with
curated data following 7’;[)) to build X #.

o Attack : Polishing Attack. The adversary uses a generator
(i-e., generative models trained on X« or public foundation
models) to learn $,. The generator produces X # from the
same distribution as X4, which has no identical sample but
can train models of comparably high test accuracy [52, 61].

We find that dataset regenerations can generally be decomposed
into a combination of three attack primitives. However, combining
them (e.g., combining ® and @) often compromises a dataset’s util-
ity (see Section 5). Therefore, instead of studying these complex
combinations, we focus on individual primitives and vary their
intensity to evaluate our tracking framework’s robustness. Recog-
nizing that new primitives may appear in the future, we design our
framework to be extensible (see Section 4).

4 System Design of DIPBox

In this section, we elaborate DIPBox’s design goals, defender as-
sumptions, and workflow overview.

4.1 Overview

4.1.1 Design Goals. DIPBoxX is tailored for tracking datasets from
exclusive or scarce sources because of their proprietary value and
the low likelihood of a coincidental match, which reflects a broader
industry trend. DIPBox can serve as a technical tool for auditors
to support downstream legal assessment. Moreover, DIPBox can
automatically screen uploaded datasets for potential regeneration
attempts, analogous to automated plagiarism detection on preprint
platforms. To sum up, the design goals include:

Dong et al.

Algorithm 1: DIPBox auditing workflow

Input: Victim’s model f3, and dataset X, suspect model f# and
subset X;{, audit set sizes N%d“ and deit, random seed
seed, access mode M, and judge requirement Ry

Output: Judgment J

// Audit set generation (Section 4.2)

1 Xy, X? « GenerateAuditSet (fy, XrV,Ni‘f‘dit,Nﬁd”,seed)

// Similarity metrics (Section 4.3)

2 sg < SimilarityChecking (z\’gf, Xg,fv, (fa, X3), Ma)
// Judge derived dataset (Section 4.4)

J « Judging (s, Ry)

return

w

'

e Non-intrusiveness: The tracking should not damage the
source dataset utility.

¢ Robustness: The regeneration threat should be accurately
identified as long as the model-training utility is preserved.

o Efficiency: The tracking algorithm is of low complexity and
only requires a small proportion of audited datasets.

e Extensibility: The framework should easily incorporate
newer tracking metrics and should work under a variety of
access levels to f# and X 4.

4.1.2  Defender Assumptions. To support varying access settings,
we consider the weakest defense assumption (i.e., black-box access
to f# and no access to X #) and provide more accurate tracking as
the defender capacity improves (i.e., white-box access to f# and a
subset of X#). We clarify the defender capacity as follows:

(1) Access to the suspect model fz. We consider two possibilities:
1) black-box access. The defender can only query f# to obtain
confidence scores. 2) white-box access. The defender (e.g.,
platform) can acquire fiz weights.

(2) Access to the suspect dataset X #. Similarly, the defender has
1) no access to X#’s samples, and 2) white-box access to the
suspect sub-dataset X?,, which is assumed to be uniformly
sampled from X .

Note that white-box access to a subset X7, is realistic. For in-
stance, current open-source or commercial platforms often provide
a free preview subset (e.g., D0 in Table 2). Moreover, platforms or
other parties responsible for copyright and license compliance [64],
can, subject to sharer authorization or regulatory mandates, lever-
age privacy-preserving computing techniques (e.g., Trusted Execu-
tion Environments (TEEs) [39]) to obtain partial or complete access
to the dataset.

4.1.3  Workflow of DIPBox. As Figure 4 shows, DIPBox consists of
three modules and four similarity metrics spanning sample-, set-,
and distribution-level features. Algorithm 1 depicts the procedure
of DIPBox. The Audit Set Creation module generates two audit
sets X ?74 and XP that are used by model-access and dataset-access
metrics, respectively (Line 1). To ensure efficiency, the audit sets
should be small-sized and represent the source dataset. To ensure
extensibility, the Similarity Calculation module contains multiple
metrics (Line 2) that depend on the defender’s access to (fa, X#),
denoted by access mode M 4. For each metric supported under
M 7, the defender computes a metric value (a distance; smaller
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Figure 5: Intuition of our audit set generation. The distribu-
tion of a regenerated dataset is close to the victim’s distri-
bution (P = P#). On the other hand, for an independent
dataset, the underlying distribution $;, 4., has larger distance
to the victim’s distribution (P % Pjnq4.p). We select the out-
lier points (i.e., points on the shaded area) for further testing
as they characterize the distribution contour.

indicates higher similarity) and then thresholds it in the next mod-
ule. Finally, the Regeneration Judgment module accomplishes the
judgment based on the comprehensive evaluation of requirements
R, which will be elaborated in Section 4.4. The decision is accom-
panied by per-metric scores, which help interpret which feature
scale drives the decision.

4.2 Audit Set Creation

The defender first generates an audit set from X«,. The audit set
should be small to reduce computing cost and to well characterize
the source dataset X so that the derived datasets can be more
accurately detected and independent datasets are less likely to be
mistaken as a copy. We consider two audit sets X 3 and X g’ used
to calculate similarities for dataset metrics and model metrics, re-
spectively. The audit-set sizes are denoted by N‘Ji 2ip and NaMu dit
for X ? and X 9’1 , respectively. In Algorithm 1, we implement these

: M D
steps as GenerateAuditSet(fy, Xy, N ... N ... seed) that out-
puts (XM, Xg). When the defender has access to the suspect sub-
dataset X ;{, we uniformly sample from the victim dataset, i.e.,

Xg = Uniform(X«, Ncﬁldit’
bution of X, where Uniform denotes a uniform sampler seeded
with seed.

Considering the case with black-box or white-box access to the

suspect model f, our insight is leveraging outliers to enlarge

seed), to better represent the distri-

Table 3: Summary of similarity metrics. @denotes black-box
access, Odenotes white-box access, Ddenotes partial white-
box access, and “/” indicates that the corresponding access is
not involved.

Similarity Defense Defender Access
Metric Target Xa fa
Output Distance (OD) / [ J
Gradient Distance (GD) ~ Sample & set features ~ / O
Sample Distance (SD) > /
Distribution Distance (DD)  Distribution features ] /

the difference between regenerated and independent datasets. As
illustrated in the Figure 5 (a), such outliers depict the dataset shape
in the distribution space. Hence, the regeneration effect on models
can be amplified on the outliers, leading to more accurate detection.
For an independent dataset which follows a different P;,qep %
P, as shown in Figure 5 (b), the peripheral points can better char-
acterize the distribution shift than the in-distribution points which
are basically easy-to-fit samples. Since the outliers are generally
hard to fit, we sample N aMu 4i; Digh-loss points as our audit set:

X4 = sample({xlx € Xy AL(fy(x) = Tauait} Ngaie):~ (3)

where [ is the loss function, 74,4 is the threshold of outlier range.

4.3 Similarity Calculation

In this section, we present the four similarity metrics under different
access modes. As illustrated in Figure 4, the metrics are divided
into two categories: metrics requiring model access and metrics
requiring dataset access. Table 3 presents the defender access and
target for each metric. If the defender does not have the required
access for a metric, then DIPBox skips this metric and proceeds
with the rest. Note that metrics designed for black-box model access
can also be tested with white-box model access, and all metrics can
be evaluated when the auditor has white-box access to the suspect
model and partial white-box access to the suspect dataset. The final
judgment (Section 4.4) is based on the holistic evaluation of metrics.

4.3.1 Metrics with Model Access. Inspired by previous works [17,
44], we found model memorization on training samples can reli-
ably assess shallow dataset features. Based on the access to the
suspect model fz, we propose two model-agnostic metrics, Output
Distance (OD), adapting from prior work [14, 17] and our novel
metric Gradient Distance (GD), respectively.

Output Distance. The OD measures the distance of outputs on the
audit set X }’I between the victim’s model f, and the adversary’s



CCS *26, November 15-19, 2026, The Hague, Netherlands

¢ Training samples
¢ Non-training samples
=» Gradient

== Decision boundary

Figure 6: Intuition of GD: Training samples tend to induce
smaller per-example gradients than non-training samples
under converged training.

model f#. Since the audit set typically comprises hard-to-learn sam-
ples, a lower value indicates a higher likelihood that the adversarial
model f# has also been trained on these audit samples. We use [,
norm to measure the distance between outputs:

= S e - fal,. @

xeXg’[

OD(fw, fa, XY) =

[

where [|-||, means the [, norm. There are also other similar metrics
such as Jensen-Shannon distance [20] in place of [, norm, but they
are shown to have equivalent performance as OD [10], thus we
consider only [, and implement other metrics in future work.
Gradient Distance. We propose GD for more detailed analysis
with white-box access to f#. Empirically, for well-trained models,
training data often exhibit lower loss, which correlates with smaller
per-example gradients [44] under common losses (Figure 6). We
propose to compute the layer-wise normalized gradients, LNG(f, x),
as a practical proxy signal, to quantify the self-influence of point x
on model f:

L1 a0
LNG(f, x) = N_f Z ”‘Vf—
i=1 i

where Ny is the number of layers of f, wg is the weight ma-

trix of i-th layer and where g;(f,x) = ”wai (f(x), y)”p and

®)

|p + 6‘num’

Vgt (f(x),y) denotes the per-example gradient of the loss with
respect to the parameters of the i-th layer, evaluated at input x.
Here, y denotes the ground-truth label associated with x. The lower
normalized gradient reflects the smaller impact of data x to the
weight, and the layer-wise average represents the impact of x to the
whole model. Our novel metric GD is computed based on distance
between LNG:

GD(fr f X3 = —— " ILNG(fy, %) ~ ING(f, %)

|Xj xez\’f}’f

(©)

4.3.2  Metrics with Dataset Access. With the suspect sub-dataset
X j,q, the auditor can obtain more detailed results.

Sample Distance. As demonstrated in Section 2, SD estimates
the fraction of audit samples in X 3 whose identical or similar
copy also appears in X3, providing an approximation of actual
proportion of duplicates. As the adversary preserves the dataset
quality, regenerated samples should have small distance to the
original ones. We use the closed r-ball 8;(x,r) = {x’'|d(x’,x) < r}
foreachx € X ? to delineate the border of similar copies. Formally:
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Algorithm 2: Judging(s4,Rq)

Input: Metric values s (smaller indicates higher similarity), and
judge requirement R g
Output: Judgment J
1 if 31 € {OD, GD} tested such thats[A] < Rq[A] then
2 if SD is tested then
3 ‘ return Attack @ / @ with s 7 [SD].
else
L return Attack @ / @.

(LI

else
if DD is tested and s g[DD] < Rg[DD] then
L return Attack ©.

® N

9 return Independent.

SD(XD, X5, 1) = [{xlx € XD A By(x, 1) N XS, # 0}‘ /)Xg( .
(7

Distribution Distance. It is hard to directly measure distribution-
level similarity, especially with only a small suspect subset. To
simultaneously satisfy the design goals, inspired by the notion
of Maximum Mean Discrepancy (MMD) [8, 22], we empirically
estimate the distribution gap between X g and X3 with:

xb XS
@ 2|,.=f | Yo (xi) - 2= 27

X

DD(X%,X%) =Eo-p, Yo (x))

>

p
®)

where 1 is the feature extractor, x; € X 5_ and x} € X7,

4.4 Regeneration Judgment

The judgment is based on the pre-computed threshold contained
in the judge requirement R 4 and the thresholding pattern among
available metrics. Inspired by one-sided hypothesis testing [10],
we calibrate each metric-specific threshold 7, using surrogate neg-
ative datasets {X,’;eg},» (independently constructed datasets). For
A € {OD,GD}, we train negative models {fnieg}l— on {X,’;eg},- and
compute s, = A(f(v,f,feg,X%). For A = DD, we compute s,y =
DD(XP, (X,‘;eg)s), where (X,ieg
subset ofX,ieg. We then set 73 = @) - min; s;'leg, where 0 < ) <1

) is a uniformly sampled audited

controls the sensitivity (larger  is more permissive). Since smaller
distances indicate stronger similarity to X«, using the closest nega-
tive score makes the threshold conservative for a small negative set.
The thresholding pattern consists of metrics whose values are lower
than the corresponding thresholds (see Algorithm 2), serving as sup-
porting evidence for the auditor to assess the regeneration attack
implemented by the adversary. When surrogate negative datasets
are unavailable, the defender can alternatively set 7} = o -max; s;m s
based on potential pirated datasets {X ;;o s }i, where s‘fws is computed
analogously. In this case, the threshold can also be determined via
empirical strategies, e.g., simulating dataset modifications with sur-
rogate datasets and selecting 7 to balance false positives and false
negatives. The computational cost mainly comes from surrogate
model training, leading to a complexity of O(Ny + Ny), where Ny is
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the number of surrogate models and Nj is the number of surrogate
generators for simulating attacks.

4.5 Theoretical Analysis

To justify DIPBox, we analyze (i) the principles underlying our
similarity metrics and (ii) the utility—evasion trade-off faced by a
regeneration adversary.

4.5.1 Justification of Multi-Scale Similarity Metrics. Our metrics
capture distinct, fundamental properties of the learning pipeline.

OD is motivated by prediction stability: under the utility con-
straint in Eq. (2), a successful regeneration should preserve gen-
eralization behavior, suggesting limited sensitivity to small data
perturbations, leading to close outputs on the audit set. GD is moti-
vated by influence-function analysis: the self-influence of a sample
is controlled by a quadratic form involving its gradient and the
inverse Hessian; GD serves as an efficient proxy for distinguishing
seen-like samples from unseen-like ones. DD estimates an MMD-
inspired RKHS integral probability metric. Under a characteristic
kernel, the corresponding mean embedding is identifiable; in our
implementation, we approximate this idea using finite random neu-
ral feature maps [3, 21, 51, 71], yielding a practical distribution-level
similarity test.

4.5.2  Detectability via Domain Adaptation. The adversary faces a
trade-off between evading detection and preserving utility (Eq. (2)).
We model this trade-off using domain adaptation theory. Let £ #
denote the adversary’s (regenerated) training distribution and P,
denote the victim’s distribution on which utility is evaluated. A
standard domain-adaptation bound [6] suggests that performing
well on P depends on both (i) low risk on 4 and (ii) small
distributional divergence between £ # and P.

Theorem 4.1 (Utility—Evasion Trade-off). Let H be a hypothesis
class and consider the 0-1 loss. For any h € H,

Rpy, (h) < Rp,(h) + 5duag(Pa,Pv) + A ©)

where A = minjeg( (Rp,, (h) + Rp,, (h)) is the ideal joint error and
daag (-, -) is the HAH-divergence.

Theorem 4.1 highlights a generic trade-off between preserving
utility on P, and increasing cross-domain discrepancy between
P 4 and Pq. Our DD metric instantiates a practical, distribution-
level MMD-inspired discrepancy that is well-suited for detecting
generative polishing, while the bound uses dgx 4/ to capture domain
shift. We treat these two notions as complementary rather than
equivalent; empirically, increasing distribution-level deviation to
evade DD tends to make maintaining high utility on -, harder.

5 Evaluation

In this section, we first present the experimental settings in Sec-
tion 5.1. Then, in Sections 5.2 to 5.4, we evaluate the effectiveness
of DIPBox under different defender access assumptions against
Attack @, Attack @, and Attack @, respectively. We report OD, GD,
and DD values to represent the defender’s black-box model access,
white-box model access, and white-box access to a partial suspect
dataset, respectively. Next, we compare the True Positive Rate (TPR)
of DIPBox with previous baselines in Section 5.5. Finally, we study
adaptive attacks in Section 5.6.
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5.1 Datasets & Setup

We use widely adopted Al training datasets (e.g., CIFAR-10) for our
evaluation. For each task, the victim holds a training dataset as X«
and trains models achieving high accuracy on corresponding test
data (simulated as real-world data of distribution #;). The adversary
only has access to independent (negative) datasets for the same task,
whose distributions are similar but not identical to X«,. For text
data, we use BERT [CLS] embeddings so that inputs are represented
as vectors, analogous to image features.

Regenerated Datasets. We craft 320 regenerated datasets in total.
For the Attack @, we first test the 6 post-processing attacks as listed
in Table 4, and fix the post-processing severity to the low level. We
then increase the severity to test the robustness in Section 5.2 and
extend to 20 different post-processing attack variants in Table 8. For
the set-level attack (Attack @), we consider the adversary randomly
mixing a subset of the victim dataset Xy with one independent
dataset to form X # with overlap ratio pq € {0.2,0.4,0.6,0.8} where
pv = |Xq N Xzl /|Xy|. For the distribution-level attack (Attack
®), we consider both generative adversarial networks (GANs) and
diffusion models in our experiments as they represent common
generation strategies. We use the conditional GAN for MNIST and
one of the state-of-the-art diffusion models EDM [30] for CIFAR-10.
For FairFace, we train the GAN model StyleGAN3 [32]. For text
data, we use a ChatGPT-enhanced T5 paraphraser [58].

Negative Datasets. Prior work [14, 28, 29, 44] evaluates negative
datasets from the same distribution as the victim dataset, which con-
tradicts our assumption that adversaries lack access to in-distribution
data. To the best of our knowledge, no public benchmark exists for
dataset regeneration. Therefore, we construct a benchmark using
research-permissive open-source datasets. We select datasets that
address the same task but differ from the victim dataset to introduce
distribution discrepancy. Since few public datasets provide exact
class matches, we survey 26 datasets from prior work, manually
harmonize labels, and select the three most similar datasets as neg-
atives (see Table 4). For CIFAR-10, due to limited negative dataset
choices, we additionally use ImageNet as negative datasets, which
shares a common source with CIFAR-10.

Audit Set. In terms of the audit set X ?}I (Section 4.2), we set T,,4ir =
0.2 and N aMu i = 1000, and sample X f‘,}[ uniformly at random from
the high-loss set induced by 7,4,4;;. To compute SD and DD, we set
Nﬁd” =0.01 - |Xv/| and sample Xg uniformly from X+, and we
set |[X5;| = 0.01 - |X#| by uniformly sampling a fixed subset from
Xa; both subsets remain unchanged throughout the experiments.
We approximate the expectation in DD (Eq. 8) by averaging over
1000 random draws of /9. Each draw corresponds to sampling the
parameters 0 of a two-layer MLP from A (0, 1) as a universal feature
map Yy [3, 21, 51, 71].

Models. In total, we trained 590 classification and generative mod-
els. We choose one widely studied architecture for the victim model
fev for each task. In addition to the same architecture as the victim,
the adversary chooses more advanced architectures as listed in
Table 4 to make up for the dataset utility degradation. We further
evaluate DIPBox’s robustness against different training strategies
by altering training epochs, architecture, and attack severity.
Utility Metrics. We quantify the adversary’s gain by the Utility
Retention (UR), reported as a percentage: UR = 100 X v(fn) /v (fy),
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Table 4: Details of benchmark datasets and experimental setup. For each task, we adopt one widely used training dataset as the
victim’s dataset X, and select three most similar public datasets used in the prior literature as the independent (negative) ones.

Task Victim’s Domain Input #of Cl Victim’s Additional Post-processing in Generators for Independent
as Dataset oma Size OLL1asses  Architecture  Architecture for fa Attack @ Attack ® Datasets
) . DIDA [35] (Neg-1),
Igﬁiizi ::f;mg“ MNIST ~ Image  32x32 10 LeNet-5 3-layer MLP Glass blur, Conditional DCGAN ARDIS [34] (Neg-2),
Impulse noise, SVHN [46] (Neg-3)

. B o JPEG compression, STL-10 [11] (Neg-1),
Object CIFAR-10 Image  32x32 10 ResNet-18 [26]  MiobileNet-v2 [50], Pixelate, EDM [30] ImageNet-Set1 (Neg-2),
Classification VGG-13 [53]

Spatter, ImageNet-Set2 (Neg-3)

. . . Speckle noise LFWA+ [40] (Neg-1),

Facial A Effi Net-v2-s [54
C?;:iﬁct;:;:::te FairFace Image 128x128 20 ResNet-101 Re ;\lleertx_t _Z ;,/[4;][5 ) StyleGAN3 [32] PubFig [33] (Neg-2),
ghety-og UTKFace [70] (Neg-3)
L Word Addition, Yahoo-News [63] (Neg-1),
News . Mini-BERT, . ChatGPT-enhanced
Classification AG-News Text 768 4 Tiny-BERT [55] Small-BERT [7] Word Deletion, T5 paraphraser [55] CNN-News [56] (Neg-2),

Synonym Swap Guardian News (Guard-News) [25] (Neg-3)

Table 5: Similarity measurement with our proposed metrics on regenerated datasets produced by the sample-level attack and

on the independent datasets for vision tasks.

Dataset Type MNIST CIFAR-10 FairFace

UR (%) OD GD SD DD UR(%) OD GD SD DD UR(% OD GD SD DD

Glass blur 73.77  0.155 0.338 0.0 7.988 90.17  0.235 0.438 0.254 1.336 84.13 0.032 0.158 0.946 2.485

Suspect Impulse nois? 98.60 0.066 0.148 0.0 2.889 92.36 0.197 0.421 0.0 1.427 82.67 0.075 0.374 0.0 3.200
Dataset JPEG compression  98.34  0.041 0.122 1.0 1.453 90.78  0.209 0.383 0.988 1.262 85.25 0.044 0.228 1.0 2.348
(Positive) Pixelate 98.28 0.068 0.171 0.002 3.241 89.96 0.296 0.691 0.988 1.269 87.46 0.027 0.117 1.0 2.393
Spatter 96.97 0.070 0.155 0.008 3.479 92.58 0.240 0.497 0.129 2.693 82.22 0.056 0.284 0.006 4.272

Speckle noise 98.73  0.033 0.106 0.526 2.374 91.08  0.259 0.508 0.597 1.321 76.27 0.061 0.305 0.068 2.768

Independent Neg-1 13.48 1.254 4.073 0.0 35927 3219 1.053 5951 0.0 4586 1523 1.122 6.256 0.000 9.441
Dataset Neg-2 18.10 1.309 4.693 0.0 33.181 77.16 0.467 4.944 0.009 1.652 22.05 1.098 6.018 0.000 13.258
(Negative) Neg-3 63.78 0339 0.901 0.0 26.737 82.74 0.451 4.860 0.008 1.870 58.60 0.995 6.598 0.001 13.589

Table 6: Similarity measurement with our metrics in the news
classification task.

Modification Type UR (%) OD GD SD DD
Suspect Insertion  99.98 0.106 2.967 0.002 4.789
Dataset Deletion 9931 0.137 5.123 0.084 5.952
(Positive) ~ Synonym  99.48  0.160 3.493 0.002 7.104
Independent Neg-1 47.95 1.070 15786 0.0 11.294
Dataset Neg-2 60.83  1.069 19.709 0.0 13.913
(Negative) Neg-3 80.78 0.600 15.157 0.0  13.165

where v is the test accuracy. Take CIFAR-10 as an example, v(fy)
represents the test accuracy on 10,000 test samples of model fy
trained on 50,000 training samples. A UR closer to 100% indicates
greater utility retention.

5.2 Defending Sample-level Attack

We first evaluate the effectiveness of DIPBox for the sample-level
attack (Attack @) with the default training setting. Then, we inves-
tigate the robustness against various training settings of f# and
the post-processing severity. We mainly report OD, GD and DD
results for the defender with access to the black-box suspect model,
white-box suspect model and partial suspect dataset.

Effectiveness. In Table 5, we present the metric values on datasets
regenerated by Attack @ and on the negative datasets for the vision
data. Table 6 shows corresponding results for the text data, where
the text embeddings produced by f, are compared. We also provide

the UR to assess utility loss during regeneration. Under low attack
severity, DIPBox consistently identifies all tested sample-level re-
generations as shallow-feature regeneration following Algorithm 2.
Specifically, their OD, GD, and DD values are lower than those of
the negative datasets and the corresponding thresholds, enabling
detection under all applicable access modes.

Unequal Effect of Post-processing Methods. We note that the same
post-processing approach can produce unequal impact across differ-
ent datasets or models. For example, MNIST data are more sensitive
to the “Glass blur” than the other two vision tasks (CIFAR-10 and
FairFace) because of larger accuracy degradation. In addition, facial
attribute data are more sensitive across post-processing methods.

Utility Gap of Negative Datasets. The negative datasets have lower
UR than datasets regenerated under Attack @ because of the in-
herent data distribution discrepancy. For example, the negative
datasets of the facial attribute classification have less balanced
data, which hinders the model from learning facial features equally
among races and genders. This also implies that, in case of exclusive
data source, a dataset of almost equal model-training utility to the
proprietary dataset is more suspicious for unauthorized copying
under the exclusive-source assumption.

Results on Texts. We have similar observations for text data (Table 6):
the models trained on datasets that undergo random insertion,
synonym swap, and deletion for 30% words can achieve near-perfect
UR on test data. We note that the URs of derived datasets are much
higher and close to 100%. This signifies that the text embedding
models are not fully influenced by individual words but also the
semantic meaning of input texts.
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Figure 7: Robustness evaluation for defending the Attack @.
We show the trade-off between UR and distances under var-
ious attack settings, where each point represents a model.
The vertical dashed line is the threshold.

Evaluation of SD. It is worth noting that SD metric generates unsta-
ble values for the sample-level regeneration attack. Ideally, nearly
all samples are copied from the original dataset with additional
modification, thus SD should be close to 1. However, the value of
SD varies from 0 to 1. For instance, the SD is significantly lower than
other post-processing methods for CIFAR-10 post-processed by “Im-
pulse noise” and is nearly 0 for the facial dataset post-processed by
“Spatter”. The reason is that we choose a conservative radius for
SD and a single choice of radius cannot fully characterize closeness
between samples. Higher radius should be better for capturing the
post-processed samples but can cause more false positives. Another
potential reason is that we adopt classic L, norm to compare sample
closeness, which is computationally efficient but does not capture
the visual similarity. We will investigate the more robust metrics
(e.g., LPIPS [69]) in the future work.

Robustness. Figure 7 also validates the robustness of our frame-
work when the adversary adopts different settings to train their
model fz, and post-processing methods of medium and high sever-
ity. For OD and GD, we investigate the robustness against the
adversary’s different training settings. As expected, more training
epochs (More Epochs) or more advanced model architecture (Diff.
Archi.) result in better generalization over the modified samples and
thus higher UR; however, these settings do not enable evasion and
the regenerated datasets remain detectable under our previously
determined thresholds. Besides, we also investigate when the adver-
sary increases the modification severity (Higher Sev.): amplifying
the post-processing to medium and high level.

Trade-off between UR and Similarity. From the results of vision
(Table 5) and text data (Table 6), we notice the trade-off between
UR and the value of OD, GD and DD: dissimilar datasets result in
lower UR and higher metric values, and datasets regenerated by
the sample-level attack have higher UR and lower metric values.
Note that the trade-off is not linear: some negative datasets can
achieve simultaneously higher UR and lower testing metric value

CCS ’26, November 15-19, 2026, The Hague, Netherlands
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Figure 8: Trade-off between the measured distances (OD and
GD) and the UR for intersection ratios 0.2,0.4, 0.6, 0.8 and the
negative ones (i.e., ratio 0.0), where each point represents a
model. The vertical dashed line is the threshold.

than another negative dataset. However, they are still separable
from the regenerated datasets.

In Figure 7, we visualize the trade-off under more complicated

training and post-processing settings. The red vertical line repre-
sents the decision threshold determined previously. We observe that
there are clear intervals between positive and negative datasets for
OD and GD, which ensures the accurate judgment by Algorithm 2.
As we consider the sample-level attack, the inherent data distribu-
tion can be shifted from the original distribution, leading to a DD
value higher than the decision threshold. Thus, under the tested
attack settings, the adversary cannot simultaneously retain high
utility and evade DIPBox.
Case Study: CIFAR-10 and ImageNet. In Figure 7, we observe two
negative datasets for CIFAR-10 are closer to the positive datasets
than other tasks. After manual checking, they are sampled from
ImageNet. The reason is both CIFAR-10 and ImageNet are sampled
from the same source (i.e., searching on Internet using hierarchical
structure of WordNet during close periods). Therefore, they are
more similar than other tasks.

Takeaway 1. DIPBox can effectively detect datasets regenerated
under Attack @ on both vision and text data and is robust against
various sample-level attack settings.

5.3 Defending Set-level Attack

In this section, we first study the effectiveness against set-level
regeneration under overlap ratios pq, € {0.2,0.4,0.6,0.8}, then
show robustness under different training strategies for f.
Effectiveness. We investigate the model-level metrics (OD and
GD) in Figure 8 under defender’s black-box and white-box access
to the suspect model, and the dataset-level metrics (SD and DD) in
Figure 9 when the defender can access partial suspect dataset.
Evaluation of OD and GD. Figure 8 presents the UR-metric trade-off
for OD and GD on our tested severity. We show the test intersection
ratios in different colors and use the point style (e.g., circle or
square) to represent the mixed independent datasets. As a higher
similarity means more mixed instances in the suspect dataset, the
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Figure 9: Trade-off between dataset metrics (SD and DD) and
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tive one 0.0. The red curve is the UR (right axis).
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Figure 10: Robustness evaluation of defending Attack ®. The
trade-off between the UR and our metrics under different
attack severity and adversary model training settings. The
vertical dashed line represents the threshold.

OD and GD have smaller value as the intersection ratio increases
due to sample-level closeness. Note that we do not aim to estimate
the exact similarity but only to judge whether the suspect dataset
contains a significant proportion of victim samples. Additionally,
we note that the GDs measured on models finetuned on AG-News
are close to or higher than the threshold. We provide the in-depth
analysis along with the robustness. However, we observe that in
general the trade-off between UR and our metrics (OD and GD)
holds, and that the adversary cannot craft a mixed dataset under
Attack ® without sacrificing the utility.

Evaluation of SD and DD. We plot the results in Figure 9. These
two metrics are evaluated with access to the audit set and suspect
sub-dataset, enabling a more direct dataset-level comparison. Here,
SD estimates sample-level overlap based on the audit set, while
DD captures distribution-level distance, which decreases as the
ground-truth overlap ratio increases.

Robustness. Figure 10 evaluates the robustness under different
training settings for the adversary’s model. DIPBox can correctly
detect datasets regenerated under Attack @ setting because the GD
metric can accurately distinguish the positive and negative datasets
on the vision task. Note that there are tested positive models with
OD values higher than the threshold for CIFAR-10, because Im-
ageNet, from which the two negative datasets are sampled with
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Figure 11: The trade-off between the UR and the model met-
rics (OD and GD) under different attack severity for Attack ®
and adversary model training settings. The blue and orange
points are positive and negative datasets.

manual annotation alignment, is similar to CIFAR-10 and often
selected as the source for CIFAR-10 alternatives (e.g., CINIC [13]).
On the other hand, the STL-10 is more different from CIFAR-10
(e.g., in terms of the image tone) and is accurately detected.

For the text classification, the GD metric is not reliable. The
reason is rooted in the architecture difference: the models are based
on the pretrained LMs of more parameters than the conventional
CNNs thus have more complex decision boundary and can be sen-
sitive to the non-training samples. We examined the evaded cases
and found the cases of GD values higher than threshold are those
with a small intersection ratio 0.2 and with more finetuning epochs.
Nevertheless, the OD metric guarantees the correct judgment.

Takeaway 2: For the Attack ®, OD and GD are robust against
various training settings adopted by the adversary, and SD and DD
can correctly quantify the regeneration ratio in the adversary’s
dataset.

5.4 Defending Distribution-level Attack

In this section, we investigate the effectiveness and robustness
against the distribution-level dataset regeneration attack. For vi-
sion tasks, we train generative models (see Table 4) and select
checkpoints to obtain generated content of varying quality. For
the default generator, we train the EDM model on CIFAR-10 (size
32 % 32) to an FID score of 2.341 and train StyleGAN3 on FairFace
(size 128 x 128) to an FID score of 12.151, which is comparable to
the reported performance [30, 32].

Limitation of OD and GD. We provide the evaluation results of
model-level metrics in Figure 11 which are measurable when the
defender has black-box or white-box model access and no access
to partial suspect dataset. As the adversary dataset is re-sampled
from the same distribution as the source dataset, our model metrics
can fail under different training settings. We observe that multi-
ple positive derivatives (blue points) can have both high UR and
higher values of OD or GD than the negative ones at the same time.
Take the facial dataset as an example, a remarkable proportion of
positive models achieves ~75% UR (the same level as Attack @ in
Figure 7 and Attack @ in Figure 8) and has both model metrics
higher than the threshold. This is expected, because there are no
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Table 7: Robustness against Attack ® with different generator
types and generation sizes of the advanced generator.

Adversary MNIST CIFAR-10 FairFace AG-News
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Table 8: Comparison with existing methods. Each entry is
TP/Total for the corresponding attack, and “Overall TPR” is
computed over all attacks.

Setting UR(%) DD UR(% DD UR(% DD UR(% DD hod CIFAR-10 FairFace
Defanlt Metho AO® A® A® OverallTPR(%) A® A® A® OverallTPR (%)
Generator 95.59 1.43 92.87 1.36 66.09 2.52 96.75 8.23 Radioactive [49] 1/20 1/9 0/13 476 0/20 1/8 0/7 2.86
DI [44] 1/20 2/9 0/13 7.14 0/20 1/8 0/7 2.86
Advanced ;40118 9563 145 9350 253 9740 822 EMAS] 3720 279 0713 11:90 0720 178 077 286
Generator UBW [36] 4/20 3/9 0/13 16.67 0/20 1/8 0/7 2.86
Double size  97.69 094 9729 113 9193 206 97.63  8.00 RAF [1‘[@ ] 6/20 5/9 0/13 26.19 18/20 7/8 0/7 7143
s — Data-use [29 15/20 7/9 0/13 52.38 18/20 8/8 0/7 74.29
Halfsize  96.89 118 9339 147 8136 268 9634 821 Ours 36720 975 13713 000 30720 878 77 1000

Threshold / 24.03 / 1.49 / 8.37 / 10.17

exact overlapping samples and the training-data distribution shift
between the positive models and the source model is minimized
by the generative model. Therefore, it is necessary for the dataset
metric to identify the distribution-level regenerated dataset.
Evaluation of SD and DD. Now we investigate whether the SD
and DD, measurable under defender’s access to partial suspect
dataset, can track the distribution-level regeneration. As the dataset
isregenerated, there are very few samples that resemble the original
data samples, and thus the SD values are close to 0 for all the four
benchmarks we selected. As for DD, we evaluate the robustness by
varying the attack settings and summarize the results in Table 7.
In particular, we evaluate two different generative models for each
benchmark. For the vision task, we use GANs and diffusion models
of appropriate scales: we use the StyleGAN2-Ada [31] for CIFAR-10
and the Denoising Diffusion Probabilistic Models (DDPM) [27] for
MNIST and FairFace. For the text, we use both back-translation and
Pegasus-based paraphraser [48, 68] as advanced generator. We also
test if the adversary generates dataset of double or half size of the
source dataset.

In Table 7, we denote the generators that produce training data
enabling model to achieve higher UR by “Advanced” and the other
one as the “Default”, and we report the generator checkpoint that
achieves the highest UR. Regardless of the generator type or the size
of generated dataset, our DD can effectively and robustly evaluate
the closeness between the distributions of the regenerated dataset
and the source dataset. Next, we perform an in-depth analysis of
the factors involved in distribution-level regeneration.

Generator Capacity. The adversary may adopt a more advanced
generator to produce more in-distribution samples. The dataset
produced by the advanced generator has higher quality but not
necessarily lower DD value, because our DD assesses the closeness
between the distribution of two datasets, instead of the dataset
utility closeness. We manually inspect the difference between gen-
erators and found that the better quality comes from finer details
(e.g., clearer facial contours) in the generation, which can amelio-
rate the model convergence to the target distribution. Nonetheless,
the DD remains robust in identifying the regenerated dataset.

Amount of Generated Samples. We note that having fewer gener-
ated samples for training is a limiting factor in developing a highly
accurate suspect model. Consequently, the Attack ® may be pre-
ferred by the adversary because the adversary can further improve
the model performance by increasing the training data size. How-
ever, this comes at the cost of additional computation for generator
training, finetuning, and especially inference. For example, if the

adversary’s dataset size doubles, the training time also roughly
doubles, not counting the cost of dataset generation. Therefore, we
consider doubled data size in this paper and leave larger sizes for
future work. Among the tested cases (i.e., double-size), our dataset
metrics achieve robust tracking.

Takeaway 3. DIPBox can perform accurate dataset tracking with
DD under stronger distribution-level attacks.

5.5 Comparison with Baselines

Setup. We compare with state-of-the-art methods including dataset
watermarking UBW [36] and data-use audit [29], inference-based
auditing EMA [28] and RAI? [14]. We use CIFAR-10 and FairFace
as they are two representative benchmarks used in prior work.
Since detection tasks typically prioritize a high TPR to minimize
missed detections, we compare TPR, defined as TPR = TP/(TP +
FN), which also aligns with previous work [14, 28, 29, 36, 44] that
mainly reports the detection rate. For fair comparison, we need to
unify the output format. Note that UBW and EMA output binary
auditing results that align with DIPBox’s output format, while RAI?
estimates the proportion of copied samples in the form of a dataset
similarity score ranging from 0 to 1. We map the output to 1 if the
dataset similarity is higher than 0.5, and 0 otherwise. We use 0.5 as
a midpoint for binarization; other thresholds trade off misses and
false alarms and would require task-specific threshold selection. In
terms of testing samples, we add up to 20 sample-level modifications
for Attack @ to expand attack settings, select all possible overlap
settings for Attack @, and consider datasets generated from various
intermediate checkpoints of the generator for Attack @. In total,
we obtain 42 and 35 tested regenerated datasets for CIFAR-10 and
FairFace, respectively.

Comparison Results. In Table 8, we observe that DIPBox system-
atically outperforms prior work across different threats and bench-
marks. The improvement comes from more robust detection against
Attack @ and Attack ® and the coverage of Attack . For instance,
DIPBox can robustly detect sample-level attacks while previous
watermarking (e.g., [49]) can be bypassed by certain sample-level
perturbations (e.g., Glass blur) because of watermark loss caused
by compression. Notably, on FairFace, RAI? [14] and Data-use [29]
have comparable performance with our DIPBox in detecting the
sample-level and set-level attacks but fail to detect the distribution-
level attack. This signifies the necessity of a holistic approach to
track dataset regeneration.

Takeaway 4. DIPBox outperforms previous approaches in terms
of the detection rate through its multi-scale testing.
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Table 9: Evaluation of DP-based adaptive attacks on MNIST.
Red / green indicates values above/below the threshold, re-
spectively.

e=1 e=10
UR (%) OD GD DD UR (%) OD GD DD
DP-SGD [2] 76.15 0.248 4.725 / 91.14 0.109 1.637 /
DP-MEREF [24] 65.76 1.070 | | 4.864 | | 2.577 71.78 1.213 | | 5.224 | | 2.582 B
PrivSet [9] 73.36 1.323 9.482 12.67 92.33 1.362 8.402 11.73

Attacks

5.6 Robustness to Adaptive Attacks

The adversary can attack our framework from the model level and
the dataset level with knowledge of DIPBox’s procedure, including
the audit set selection and the metric design. The main goal is to
weaken the signals captured by DIPBox. To achieve this goal, we
consider three types of adaptive attacks: 1) a universal adaptive
attack based on differential privacy (DP) that reduces the influence
of the original training data on the suspect model or dataset, 2)
a metric-specific adaptive attack that optimizes against a given
metric to raise the metric value above the threshold known by the
adversary, and 3) an audit set-targeted adaptive attack where the
adversary knows the audit set design and adjusts the suspect dataset
before training or preview release. We do not additionally combine
these adaptive attacks with every base attack from Attack @ to
Attack ® because such combinations introduce additional utility
loss. We mainly use MNIST and FairFace as they represent datasets
of simple and complex features.

Evaluation of DP-based Adaptive Attack. For the DP-based
adaptive attack, the adversary can exploit DP-SGD [2] for model-
level metrics OD and GD. For our SD and DD metrics, the adver-
sary generates data with DP for the distribution-level attack in
order to increase the difference between regenerated and protected
datasets. We consider MNIST here because existing DP generation
techniques mainly focus on simple benchmarks such as MNIST.
For DP-generated data, we use DP-MERF [24] to train a genera-
tor that can produce data of better quality (i.e., enabling training
models of higher test accuracy) than conventional DP GANs. In
addition, the adversary can directly distill the target dataset into a
much smaller dataset using dataset distillation techniques [71]. We
adopt PrivSet [9] as the most recent dataset condensation solution
with DP constraints. Table 9 shows the results of DP-based attacks
against our framework DIPBox.

Model-level DP-based Attack. As expected, DP applied during train-
ing on MNIST has a negative impact on utility (i.e., test accuracy).
The small budget ¢ = 1 can reduce the UR to ~ 70%, while the large
budget ¢ = 10 only results in a slight UR drop; it still achieves UR
over 90%, compared to UR~ 98% under Attack @. According to
Algorithm 2, our framework DIPBox still flags these cases because
at least one decisive model metric (OD or GD) remains below the de-
termined threshold. This suggests that the DP-based attack against
OD/GD does not enable evasion without incurring a noticeable
utility loss in our setting.

Dataset-level DP-based Attack. We evaluate the DP-based attack
against our remaining dataset metrics. As the bottom two rows
of Table 9 show, the regenerated datasets are not identified as the
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sample-level attack or the set-level attack according to our frame-
work DIPBox because the OD and GD values are higher than the
threshold. In addition, similar to the evaluation in Section 5.4, the
SD values are almost 0 because there are few approximate sample
pairs between the original and regenerated datasets. Hence, we rely
on DD to distinguish whether the regenerated dataset has a nearly
identical distribution. As Table 9 shows, the DD values are below
the threshold, demonstrating that the dataset-level attack does not
evade DIPBox. Compared to the MNIST results of Table 7, the DD
values of dataset-distillation-generated datasets (i.e., PrivSet) are
higher than those previously evaluated with naive generators, fur-
ther confirming that a smaller regeneration dataset size can increase
DD at the cost of degraded UR.

Metric-specific Adaptive Attacks. With knowledge of the metric
design and the target threshold (i.e., estimated from the design
of DIPBoXx), the adversary can add a metric-maximization term
weighted by w to the optimization objective to increase the met-
ric value for their trained model or generated dataset. When the
defender can only compute OD and GD metrics, the adversary
minimizes the model-training loss minus w - d(foy, fa, X ?), where

d € {OD,GD} and X}M’ﬂ) is an adversary-generated audit set

following the same procedure as X g’f . As the adversary does not

VA) .
1S sam-

know the actual X y due to random sampling, the X}IM
pled in each step. The adversary can adopt better hyperparameters
than the default setting, so we applied a grid search on optimizers,
training epochs from 10 to 200, learning rates {0.001,0.01,0.1}, and
finally selected training of 200 epochs with learning rate 0.1 using
Adam. For the DD-specific attack (i.e., improving Attack @), we
mainly focus on MNIST because of lower training cost. We use
conditional GAN on MNIST for experiments, and add DD as an op-
timization term with different penalty weights w. We apply similar
hyperparameter optimization on the generator training.

Figure 12 (a) and Figure 12 (c) show the OD-specific adaptive
attacks on MNIST and FairFace, respectively. We can see that small
w is already effective to increase the auditing metrics and large
penalty weight w can significantly degrade the model utility. The
sweet spot between the utility and the auditing metric value differs
between MNIST and FairFace. For instance, on MNIST the adversary
begins to bypass OD-only auditing around w = 0.5, but the UR
has already dropped below 80% and decreases further as w grows.
Meanwhile, on FairFace, w = 0.5 retains about 60% UR but remains
near the OD threshold, while larger weights cross the threshold at
substantially lower UR because the facial data are of larger scale
and make the model more sensitive to the metric penalty.

For the GD-specific adaptive attacks on MNIST and FairFace in
Figure 12 (b) and Figure 12 (d), we observe a similar trend but the
model’s performance is more sensitive to the GD penalty, as UR
drops faster than under the OD penalty. This is expected because the
GD penalty can have a larger impact on the model weights during
training through gradients of larger norms. To make GD higher
than our predefined threshold, the UR is around 70% and less than
60% for MNIST and FairFace respectively, suggesting that GD is
harder to attack adaptively. Meanwhile, it increases the adversary’s
computational cost because GD depends on per-example parameter
gradients, and optimizing it builds a second-order computation
graph which slows the training and occupies more memory.
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Figure 12: Evaluation of metric-specific adaptive attacks.

Table 10: Evaluation of audit set-targeted adaptive attacks
on FairFace.

Target Strategy UR Judgment
10% high-loss sample removal ~ 86.86%  Attack @/@
OD/GD  20% high-loss sample removal ~ 85.71%  Attack @/@
30% high-loss sample removal ~ 84.24% Independent
10% Low-loss sampled preview - Attack ®
DD 10% High-loss sampled preview - Independent
Single-class preview - Independent

For the DD-specific adaptive attack shown in Figure 12 (e), we

found that the UR values are generally lower than those in previous
OD-specific and GD-specific adaptive attacks on MNIST. Specif-
ically, in this case, the generative model is more sensitive to the
penalty weight and often fails to converge stably to a low loss.
Therefore, the final generator produces low-quality images, which
makes the data unlearnable for the subsequent classification models.
The results demonstrate a trade-off between the adaptive attack
strength (i.e., w) and the final model or dataset utility: increasing
the metric-specific penalty enough to bypass detection comes with
utility loss.
Adaptive Attacks for Audit Set. We consider two adaptive strate-
gies with knowledge of the design of X \AT/I and X g, targeting the
model-level metrics OD/GD and dataset-level metrics SD/DD, re-
spectively. The adversary cannot control X¥ but can remove po-
tential audit-set samples by filtering out samples with loss higher
than 7,4,,4;. Since 74,,4i; is a hyperparameter set by the defender and
should be adjusted based on the adversary’s own model, one direct
method for the adversary is to remove high-loss samples. Then, the
adversary directly trains f# on the remaining data. The top half of
Table 10 shows that removing 30% of the samples can lead to an
independent judgment by Algorithm 2 when the audit is limited to
model-level metrics (OD/GD). Further exploration on the removed
data shows that our previous 7,,4;; corresponds to the top 24%, and
removing less than 20% high-loss samples is equivalent to Attack ©,
which is detectable as shown in Figure 8. Although removing 30%
can evade model-level tracking with OD/GD, without knowledge
of 74,4it, the adversary cannot reliably guess the correct removal
ratio to win the game in Section 3.1 and still risks utility loss or
being tracked.

In addition, we consider an adversary that regenerates with At-
tack ® and controls X2 (e.g., an adversary-controlled preview sub-
set on the platform), which is sampled from regenerator-produced
data of 10% low-loss or high-loss samples assessed by a surrogate

model directly trained on the obtained X #, or from a random sin-
gle class. In the bottom half of Table 10, we find that DD can still
track the low-loss case but fails for single-class and high-loss cases
because of significant distribution shift. Although the adversarial
selection of X 3 does not degrade X, the high-loss samples can
contain low-quality generated data, and a single class does not fully
represent X# well enough to attract users.

Takeaway 5. The evaluated adaptive attacks against DIPBox can
evade detection by increasing metric values or manipulating the
audit set, but they incur dataset utility degradation, poorer preview
representativeness, or memory and computational cost.

6 Related Work

In this section, we review existing copyright protections and audit-
ing strategies for models and datasets.

Models. The owner can watermark the proprietary model before
release and testify the watermark to claim ownership, but this type
of watermarking can be vulnerable to various adaptive attacks [42].
Similarly, white-box watermarking, which manipulates the weights
with watermarking order in a functionality-preserving way;, is also
shown unreliable [62] under adversarial settings. Another direction
is leveraging the inherent model patterns for ownership verifica-
tion. For example, PublicCheck [60] realizes public verification of a
deployed model at runtime through fingerprint samples. RAI? [14]
verifies model identity using random projection without the need
for fingerprints or watermarks. DeepJudge [10] implements a test-
ing framework of six metrics for model similarity testing. Our work
also informs model ownership disputes by auditing dataset usage,
which directly affects model performance.

Datasets. There is also a line of work attempting to track dataset us-
age [18]. Dataset watermarking [37, 49] refers to marking datasets
with backdoor-alike samples. Yet, the robustness is questionable
under white-box access and low-sample settings [4]. On the other
hand, non-invasive auditing can better preserve the dataset utility.
Dataset Inference [44] tests whether the model is trained on the
source dataset and is recently extended to the LLM datasets [43].
EMA [28] infers the dataset identity through enhanced member-
ship inference to the suspect model. RAI? [14] uses a look-up table
to estimate dataset similarity via black-box querying of the sus-
pect model. ORL-AUDITOR [17] audits trajectory usage to protect
the copyright of offline reinforcement learning datasets. Never-
theless, prior methods largely provide binary evidence of dataset
use from shallow signals (e.g., memorization) and typically do not
aim to attribute the underlying regeneration mechanism, especially
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for distribution-level polishing. Our framework covers more ad-
vanced regeneration attacks and provides holistic auditing with
coarse-grained attribution between shallow-feature regeneration
(Attack @/®) and distribution-level polishing (Attack @). In addi-
tion to the sample-, user-, and dataset-level categories surveyed in
prior work [18], we further study distribution-level dataset tracking.

7 Discussion & Conclusion

In this work, we propose DIPBox for multi-scale tracking of re-
generated datasets and validate its effectiveness on vision and text

classification tasks.

Limitation & Future Work. DIPBox currently assumes white-box

model access and partial dataset access to enable full-scale testing

with all metrics. Although realistic for platform-based audits, this

limits applicability in offline scenarios. In the black-box regime,

distribution-level regeneration remains challenging to track be-
cause model outputs may provide insufficient signals without near-
duplicate samples. As future work, we plan to explore representation-
based techniques for black-box tracking.

Scalability. Although DIPBox currently targets small datasets, it

can be extended to larger datasets. For large classification datasets,

a divide-and-conquer strategy can aggregate local similarity mea-
surements into global judgments. For generative datasets, OD and

GD can be adapted by comparing latent representations, as model

representations may also memorize training data.
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